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Executive Office of the President:
Departments and Agencies:
SECRET
Executive Office of the President:
Departments and Agencies:

LEGISLATIVE AGENCY RULES

CFR TITLE 28 & JUDICIAL ADMINISTRATION
28 CFR PART 5 ADMINISTRATION AND ENFORCEMENT OF FOREIGN AGENTS
REGISTRATION ACT OF 1938, ASAMENDED
28 CFR Section 5.1: Administration and enforcement of the Act.
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(a) General.
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(h) Outcomes. 225
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28 CFR Section 5.400: Filing of informational materials. 238
28 CFR Section 5.402: Labeling informational materials. 239
28 CFR Section 5.500: Maintenance of books and records. 240
28 CFR Section 5.501: Inspection of books and records. 241
28 CFR Section 5.600: Public examination of records. 241
28 CFR Section 5.601: Copies of records and information available, 242
28 CFR Section 5.800: Tenday filing requirement. 242
28 CFR Section 5.801: Activity beyond 1Gday period. 242
28 CFR Section 5.1101: Copies of the Report of the Attorney General. 243
28 CFR PART 1® REGISTRATION OF CERTAIN ORGANIZATIONS CARRYING ON
ACTIVITIES WITHIN THE UNITED STATES 244
REGISTRATION STATEMENT 245
28 CFR Section 10.1: Form of registration statement. 245
28 CFR Section 10.2: Language of registration statement. 245
28 CFR Section 10.3: Effect of acceptance of registration statement. 245
28 CFR Section 10.4: Date of filing. _ 246
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28 CFR Section 10.5: Incorporation of papers previously filed. 246

28 CFR Section 10.6: Necessity for further registration. 246
28 CFR Section 10.7: Cessation of activity. 246
Supplemental Registration Statement _ 247
28 CFR Section 10.8: Information to be kept current. 247
28 CFR Section 10.9: Requirements for supplemental registration statement. 247
Inspection of Registration Statement _ 247
28 CFR Section 10.10: Public inspection. 247

28 CFR PART 13 REGISTRATION OF CERTAIN PERSONS HAVING KNOWLEDGE OF
FOREIGN ESPIONAGE, COUNTERESPIONAGE, OR SABOTAGE MATTERS UNDER THE

ACT OF AUGUST 11956 248
28 CFR Section 12.1: Definitions. 249
28 CFR Section 12.2: Administration of act. 249
28 CFR Section 12.3: Prior registration with the Foreign Agents Registration Unit. __ 249
28 CFR Section 12.4: Inquiries concerning application of act. 250
28 CFR Section 12.20: Filing of registration statement. 250
28 CFR Section 12.21: Time within which registration statement must be filed. _ 250
28 CFR Section 12.22: Material contents of registration statement. 250
28 CFR Section 12.23: Deficientregistration statement. 251
28 CFR Section 12.24: Forms. 252
28 CFR Section 12.25: Amended registration statement. 252
28 CFR Section 12.30: Burden of establishing availability of exemptions. 253
28 CFR Section 12.40: Public examination. 253
28 CFR Section 12.41: Photocopies. 253
28 CFR Section 12.70: Partial compliance not deemed compliance. 254
28 CFR PART 1® PRODUCTION OR DISCLOSURE OF MATERIAL OR INFORMATION
255

SUBPART A0S Procedures for Disclosure of Records Under the Freedom of Information
Act 259
28 CFR Section 16.1: General provisions, 259
28 CFR Section 16.2: Public reading rooms. 259
28 CFR Section 16.3: Requirements for making requests. 261
(a) How made and addressed. 261
(b) Description of records sought. _ 261
(c) Agreement to pay fees. 262
28 CFR Section 16.4: Responsibility for responding to requests. 262
(a) In general. 262
(b) Authority to grant or deny reques ts. 262
(c) Consultations and referrals. 262
(d) Law enforcement information. _ 263
(e) Classified information. 263
() Notice of referral. 263
(g) Timing of responses to consultations and referrals. 263
(h) Agreements regarding consultations and referrals. 264
28 CFR Section 16.5: Timing of responses to requests. 264
(@) In general. 264
(b) Multitrack processing. 264
(c) Unusual circumstances. 264
(d) Expedited processing. 264
28 CFR Section 16.6: Responses to requests. 266
(a) Acknowledgements of requests. _ 266
(b) Grants of requests. 266
(c) Adverse determinations of requests. 266
28 CFR Section 16.7: Classified information. 267
28 CFR Section 16.8: Business information. 267
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(a) In general. 267

(b) Definitions. 267
(c) Designation of business information. 267
(d) Notice to submitters. 267
(e) Where notice is required. 268
(f) Opportunity to obje ct to disclosure. 268
(9) Natice of intent to disclose. 268
(h) Exceptions to notice requirements. 269
(i) Notice of FOIA lawsuit. 269
()) Corresponding notice to requesters. 269
28 CFR Section 16.9: Appeals. 269
(a) Appeals of adverse determinations. 269
(b) Responses to appeals. 270
(c) When appeal is required. 270
28 CFR Section 16.10: Preservation of records. 270
28 CFR Section 16.11: Fees. 271
(@) In general. 271
(b) Definitions. 271
(c) Fees. 273
(d) Limitations on charging fees. _ 274
(e) Notice of anticipated fees in excess of $25.00. 275
() Charges for other services. 275
(9) Charging interest. 275
(h) Aggregating requests. 275
(i) Advance payments. 275
(j) Other statutes specifically providing for fees. 276
(k) Requirements for waiver or reduction of fees. 276
28 CFR Section 16.12: Other rights and services. 278
SUBPART B3 Production or Disclosure in Federal and State Proceedings 279
28 CFR Section 16.21: Purpose and scope. 279
28 CFR Section 16.22: General prohibition of production or disclosure in Federal and
State proceedings in which the United States is not a party. 280
28 CFR Section 16.23: General disclosure authority in Federal and State proceedings in
which the United States is a party. 280
28 CFR Section 16.24: Procedure in the event of a demand where disclosure is not
otherwise authorized. 281

28 CFR Section 16.25: Final action by the Deputy or Associate Attorney General. 284
28 CFR Section 16.26: Considerations in determining whether production or disclosure

should be made pursuant to a demand. 284
28 CFR Section 16.27: Procedure in the event a department decision concerning a

demand is not made prior to the time a response to the demand is required. 286
28 CFR Section 16.28: Procedure in the event of an adverse ruling. 286
28 CFR Section 16.29: Delegation by Assistant Attorneys General. 286

Appendix to SUBPART B of Part 16 Redelegation of Authority to the Deputy Assistant
Attorney General for Litigation, Antitrust Division, To Authorize Production or

Disclosure of Material or Information _ 288
SUBPART @ Production of FBI Identification Records in Response to Written Requests
by Subjects Thereof 289
28 CFR Section 16.30: Purpose and scope. 289
28 CFR Secion 16.31: Definition of identification record. 289
28 CFR Section 16.32: Procedure to obtain an identification record. 289
28 CFR Section 16.33: Fee for production of identification record. 290
28 CFR Section 16.34: Procedure to obtain change, correction or updating of
identification records. 290
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SUBPART D& Protection of Privacy and Access to Individual Records Under the Privacy

Act of 1974

292

28 CFR Section 16.40: General provisions.

292
292

(a) Purpose and scope.
(b) Definitions.

292

(c) Authority to request records for a law enforcement purpose.
28 CFR Section 16.41: Requests for access to records.

293
293

(a) How made and addressed.

293

(b) Description of records sought.
(c) Agreement to pay fees.
(d) Verification of identit y.

293

204

294

(e) Verification of guardianship.

204

28 CFR Section 16.42: Responsibility for responding to requests for access to record295

(@) In general. 295
(b) Authority to grant or deny requests. 295
(c) Consultations and referrals. 295
(d) Law enforcement information . _ 295
(e) Classified information. 296
() Notice of referral. 296
(g) Timing of responses to cansultations and referrals. 296
(h) Agreements regarding consultations and referrals. 296
28 CFR Section 16.43: Responses to requests for access to records. 296
(a) Acknowledgements of requests. _ 296
(b) Grants of requests for access. 296
(c) Adverse determinations of requests for access. 297
28 CFR Section 16.44: Classified information. 297
28 CFR Section 16.45: Appeals from denials of requests for access to records. 298
(a) Appeals. 298
(b) Responses to appeals. 298
(c) When appeal is required. 298
28 CFR Section 16.46: Requests for amendment or correction of records. 298
(a) How made and addressed. 299
(b) Component responses. 299
(c) Appeals. 299
(d) Statements of Disagreement. 299
(e) Notification of amendment/correction or disagreement. 300
(f) Records not subject to amendment or correction. 300
28 CFR Section 16.47: Requests for an accounting of record disclosures. 300
(a) How made and addressed. 300
(b) Where accountings are not required. 301
(c) Appeals. 301
28 CFR Section 16.48: Preservation of records. 301
28 CFR Section 16.49: Fees. 301
28 CFR Section 16.50: Notice of courtordered and emergency disclosures. 301
(a) Court-ordered disclosures. 302
(b) Emergency disclosures. 302
28 CFR Section 16.51: Seaity of systems of records. 302
28 CFR Section 16.52: Contracts for the operation of record systems. 303
28 CFR Section 16.53: Use and collection of social security numbers. 303
28 CFR Section 16.54: Employee standards of conduct. 303
28 CFR Section 16.55: Other rights and services. 305
SUBPART ES Exemption of Records Systems Under the Privacy Act 305

28 CFR Section 16.70: Exemption of the Office of the Attorney Generé Systemd limited

access.

305
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28 CFR Section 16.71:
limited access.

Exemption of the Office of the Deputy Attorney General Syster@
307

28 CFR Section 16.72:
limited access.

Exemption of Office of the Associate Attorney General Systef
309

28 CFR Section 16.73:
28 CFR Section 16.74:

Exemption of Office of Legal Policy Systerd limited access. _ 311
Exemption of National Security Division Systems) limited access.

315
28 CFR Section 16.75: Exemption of the Office of the Inspector General Systems/Limited
Access, 317
28 CFR Section 16.76: Exemption of Justice Management Division. 321

28 CFR Section 16.77:
28 CFR Section 16.78:

Exemption of U.S. Trustee Program Sysmd limited access. _ 324
Exemption of the Special Counsel for Immigration-Related, Unfair

Employment Practices Systems. 326
28 CFR Section 16.79: Exemption of Pardon Attorney System. 326
28 CFR Section 16.80: Exemption of Office of Professional Responsibility Systend
limited access. 327
28 CFR Section 16.81: Exemption of United States Attorneys Systema limited access.
329
28 CFR Section 16.82: Exemption of the National Drug Intelligence Center Data Bas&®
limited access. 336
28 CFR Section 16.83: Exemption of the Executive Office for Immigration Review
Systen® limited access. 338
28 CFR Section 16.84: Exemption of Immigration Appeals System. 340
28 CFR Section 16.85: Exemption of U.S. Parole Commissio® limited access. 340
28 CFR Section 16.88: Exemption of Antitrust Divis ion Systemsd limited access. 342
28 CFR Section 16.89: Exemption of Civil Division Systems) limited access. 344
28 CFR Section 16.90: Exemption of Civil Rights Division Systems. 348

28 CFR Section 16.91:
indicated.

Exemption of Criminal Division Systems) limited access, as
350

28 CFR Section 16.92:

Systemd) limited access.

28 CFR Section 16.93:
28 CFR Section 16.96:
access.

Exemption of Environment and Natural Resources Division

371
Exemption of Tax Division System$ limited access. 374
Exemption of Federal Bureau of Investigation Systems# limited

28 CFR Section 16.97:
28 CFR Section 16.98:
limited access.

28 CFR Section 16.99:
Systemslimited access.

28 CFR Section 16.100:
28 CFR Section 16.101:

380
Exemption of Bueau of Prisons System$ limited access. 399
Exemption of the Drug Enforcement Administration (DEA) &

411
Exemptionof the Immigration and Naturalization Service

417

Exemption of Office of Justice Pogramsd limited access. 426
Exemption of U.S. Marshals Service Systerddimited access, as

indicated. 427
28 CFR Section 16.102: Exemption of Drug Enforcement Administration and

Immigration and Naturalization Service Joint System of Records. 441
28 CFR Section 16.103: Exemption of the INTERPOL-United States National Central
Bureau (INTERPOL-USNCB) System. 444
28 CFR Section 16.104: Exemption of Office of Special Counsé Waco System._ 445

28 CFR Section 16.105:
28 CFR Section 16.106:
Explosives (ATF)d Limited Access.
28 CFR Section 16.130:

Exemption of Foreign Terrorig Tracking Task Force System. 447
Exemption of the Bureau of Alcohol, Tobacco, Firearms, and
_ 448
Eemption of Department of Justice Systems: Correspondence

Management Systems for the Department of Justice (DOJ-003); Freedom of Information
Act, Privacy Act and Mandatory Declassification Review Requests and Administrative

Appeals for the Department of Justice (DOJ-004).

455
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28 CFR Section 16.131: Exemption of Department of Justice (DOJ)/Nationwide Joint
Automated Booking System (JABS), DOJ-005. 457
28 CFR Section 16.132: Exemption of Department of Justice Systerd Personnel
Investigation and Security Clearance Records for the Department of Justice (DOJ), DOJ-

006. 459
28 CFR Section 16.133: Exemption of Department of Justice Regional Da& Exchange
System (RDEX), DOJ-012. 461
SUBPART R Public Observation of Parole Commission Meetings 463
28 CFR Section 16.200: Definitions. _ 463
28 CFR Section 16.201: Voting by the Commissioners without joint deliberation. 465
28 CFR Section 16.202: Open meetimys. 465
28 CFR Section 16.203: Closed meetingd Formal procedure. 465
() 466
(b) Public interest provision. 468
(c) Nonpublic matter in announcements. 468
(d) Voting and certification. 468
28 CFR Section 16.204: Public notice. 469
(a) Requirements. 469
(b) Time of notice. 470
(c) Amendments to notice. 470
28 CFR Section 16.205:; Closed meetingd Informal procedures. 470
(a) Finding. 470
(b) Meetings to which applicable. 471
(c) Written record of action to close meeting. 472
(d) Public notice. 472
28 CFR Section 16.206: Transcripts, minutes, and miscellaneous documents concerning
Commission meetings. 472
28 CFR Section 16.207: Public access to nonexempt transcripts and minutes of closed
Commission meetingsd Documents used at meeting® Record retention. 473
(a) Public access to records. 473

(b) Access to documents identified or discussed in any Commission meeting, open or
closed, shall be governed by Department of Justice regulations at this part 16, subparts

C and D. 473

(c) Retention of records. 474
28 CFR Section 16.208: Annual report. 474
SUBPART & Access to Documents by Former Employees of the Department 475
28 CFR Section 16.300: Access to documents for the purpose of responding to an official
inquiry. 475
28 CFR Section 16.301: Limitations. _ 475

APPENDIX | TO PART 160 COMPONENTS OF THE DEPARTMENT OF JUSTICE 477
28 CFR PART 16 CLASSIFIED NATIONAL SECURITY INFORMATION AND ACCESS TO

CLASSIFIED INFORMATION 480
28 CFR Section 17.1: Purpose. 482
28 CFR Section 17.2: Scope. 483
28 CFR Section 17.3: Definitions. 483
SUBPART A8 Administration 484
28 CFR Section 17.11: Authority of the Assistant Attorney General for Administration.484
28 CFR Section 17.12: Component head responsibilities. 486
28 CFR Section 17.13: National Secuty Division; interpretation of Executive Orders. 486
28 CFR Section 17.14: Department Review Committee. 487
28 CFR Section 17.15: Access Review Committee. 488
28 CFR Section 17.16: Violations of classified information requirements. 489
28 CFR Section 17.17:Judicial proceedings. 489
28 CFR Section 17.18: Prepublication review. 491
SUBPART B3 Classified Information 495
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28 CFR Section 17.21:
28 CFR Section 17.22:
28 CFR Section 17.23:
28 CFR Section 17.24:
28 CFR Section 17.25:
28 CFR Section 17.26:
28 CFR Section 17.27:
28 CFR Section 17.28:
28 CFR Section 17.29:
28 CFR Section 17.30:
28 CFR Section 17.31:
28 CFR Section 17.32:

Classification and declassification authority.
Classification of information; limitations.

Emergency classificion requests.

Duration of classification.

Identification and markings.

Derivative classification.

Declassification and downgrading.

Automatic declassification.

Documents of permanent historical value.

Classification challenges.

Mandatory review for declassification requests,
Notification of classification changes.

SUBPART @ Access to Classified Information

28 CFR Section 17.41:
28 CFR Section 17.42:
28 CFR Section 17.43:
28 CFR Section 17.44:
28 CFR Section 17.45:
28 CFR Section 17.46:
28 CFR Section 17.47:
information.

Access to classified information.

Positions requiring financial disclosure.

Reinvestigation requirements,

Access eligibility.

Neeeto-know.
Access by persons outside the Executive Branch.

Denial or revocation of eligibility for access to classified

28 CFR PART 203 CRIMINAL JUSTICE INFORMATION SYSTEMS

SUBPART A9 General Provisions

28 CFR Section 20.1: Purpose.
28 CFR Section 20.2: Authority.

495
495
496
497
497
497
498
499
500
500
501
502
503
503
504
505
505
505
505

508
510
512

512

512

28 CFR Section 20.3: Definitions.

(a) Act

(b) Administration of criminal justice
(c) Control Terminal Agency
(d) Criminal history record information
(e) Criminal hi story record information system
(f) Criminal history record repository
(g) Criminal justice agency

(h) Direct access

512
512
512
512

513
513
513
513

(i) Disposition

() Executive order

(k) Federal Service Coordinator
Fingerprint
I nterstate
Nati onal
Nati onal
Nati onal
(g) Nonconviction data

(1)
(m)
(n)
(o)
(p)

(r) State

513
513
514
514

Il denti fication Reco

Il dentification | ndex
Crime I nformation Cente
Fingerprint File or ANF
Il dentification I ndex or

(s) Statute

SUBPART B3 State and Local Criminal History Record Information Systems

28 CFR Section 20.20: Applicability.

28 CFR Section 20.21: Preparation and submission of a Criminal History Record

Information Plan.

(a) Completeness and accuracy.
(b) Limitations on dissemination.
(c) General policies on use and dissemination.

(d) Juvenile records.
(e) Audit.

(f) Security.
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(g) Access and review. 520

28 CFR Section 20.22: Certification of compliance. 521
28 CFR Section 20.23: Documentation: Approval by OJARS. 522
28 CFR Section 20.24: State laws on privacy and security. 523
28 CFR Section 20.25: Penalties. 523
SUBPART @ Federal Systems and Exchange of Criminal History Record Information 524
28 CFR Section 20.30: Applicability. 524
28 CFR Section 20.31: Responsibiliies. 524
28 CFR Section 20.32: Includable offenses. 525
28 CFR Section 20.33: Dissemination of criminal history record information. 526

28 CFR Section 20.34:

Individual's right to access criminal history record information.

527
28 CFR Section 20.35:; Criminal Justice Information Services Advisory Policy Board. 527
28 CFR Section 20.36: Participation in the Interstate Identification Index System. __ 528
28 CFR Section 20.37: Responsibility for accuracy, completeness, currency, and
integrity. 528
28 CFR Section 20.38: Sanction fornoncompliance. 528

Appendix to Part 208 Commentary on Selected Sections of the Regulations on Criminal

History Record Information S ystems _ 529
Subpart A 529
Subpart B 530
Subpart C 536

28 CFR PART 2B WITNESS FEES 539

28 CFR Section 21.1: Definitions. ____ 540
(a) Agency proceeding. 540
(b) Alien. 540
(c) Judicial proceeding. 540
(d) Pre-trial conference. 540
(e) Residence. 540
() Summons. 540

28 CFR Section 21.2: Employees of the United States serving as witnesses. 540
(a) Applicability. 541
(b) Entitlement to travel expenses _ 541
(c) Allowable travel expenses. 541
(d) Payment and reimbursement 542
(e) Leave and attendance fee 542

28 CFR Section 21.3: Alens. 543
(a) Aliens entitled to payment of $30 per day. 543
(b) Aliens entitled to payment of $1 per day. 543
(c) Aliens not entitled to payment. _ 544
(d) Doubtful cases. 544

28 CFR Section 21.4: Fees and allowances of fact witnesses. 544
(a) Fee 544
(b) Allowable transportation expenses. 544
(c) Subsistence allowance. 545
(d) Detained witness fee. 545

28 CFR Section 21.5: Use of table of distances. 546

28 CFR Section 21.6: Proceedings in forma pauperis. 546
(a) Civil cases. 546
(b) Criminal cases. 546

28 CFR Section 21.7: Certification of witness attendance. 546

28 CFR PART 22 CONFIDENTIALITY OF IDENTIFIABLE RESEARCH AND

STATISTICAL INFORMATION 548
28 CFR Section 22.1: Purpose. 549
28 CFR Section 22.2: Definitions. 549
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(a) Person 549

(b) Private person 549
(c) Research or statistical project 549
(d) Research or statistical information 550
(e) Information identifiable to a private person 550
(f) Recipient of assistance 550
(g) Officer or employee of the Federal Government 550
(h) The act 550
(i) Applicant 550
(i) The Juvenile Justice Act 550
(k) The Victims of Crime Act 550
28 CFR Section 22.20: Applicability. _ 551
28 CFR Section 22.21: Use of identifiable data. 551
28 CFR Section 22.22: Revelation of identifiable data. 551
28 CFR Section 22.23: Privacy certification. 552
28 CFR Section 22.24: Information transfer agreement. 553
28 CFR Section 22.25: Final disposition of identifiable materials. 554
28 CFR Section 22.26: Requests for transfer of information. 555
28 CFR Section 22.27: Notification. ___bb5
28 CFR Section 22.28: Use of data identifiable to a piivate person for judicial, legislative
or administrative purposes. 556
28 CFR Section 22.29: Sanctions. 556
28 CFR PART 23 CRIMINAL INTELLIGENCE SYSTEMS OPERATING POLICIES 558
28 CFR Section 23.1: Purpose. 559
28 CFR Section 23.2: Background. 559
28 CFR Section 23.3: Applicability. __ 559
28 CFR Section 23.20: Operating principles. 560
28 CFR Section 23.30: Funding guidelines. 564
28 CFR Secion 23.40: Monitoring and auditing of grants for the funding of intelligence
systems. 565
28 CFR PART 245 IMPLEMENTATION OF THE EQ UAL ACCESS TO JUSTICE ACT IN
DEPARTMENT OF JUSTICE ADMINISTRATIVE PROCEEDINGS 566
SUBPART A0 General Provisions 567
28 CFR Section 24.101: Purpose of these rules. 567
28 CFR Section 24.102: Definitions. _ 567
(a) The Act 567
(b) Adversary adjudication 567
(c) Adjudicative officer 567
(d) Department 567
(e) Proceeding 567
28 CFR Section 24.103: Proceedings covered. 568
28 CFR Section 24.104: Applicability to Department of Justice proceedings. 568
28 CFR Section 24.105: Eligibility of applicants. 569
28 CFR Section 24.106: Standards for awards. 569
28 CFR Section 24.107: Allowable fees and other expenses. 570
SUBPART B3 Information Required From Applicants 571
28 CFR Section 24.201: Contents of application. 571
28 CFR Section 24.202: Net worth exhibit. 572
28 CFR Section 24.203: Documentation of fees and expenses. 572
28 CFR Section 24.204: Time for submission of application. 573
SUBPART @ Procedures for Considering Applications 574
28 CFR Section 24.301: Filing and service of documents. 574
28 CFR Section 24.302: Answer to application. 574
28 CFR Section 24.303: Comments by other parties. 574
28 CFR Section 24.304: Settlement. 574
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28 CFR Section 24.305: Extensions of time. 575

28 CFR Section 24.306: Decision on application. 575
28 CFR Section 24.307: Department review. 576
28 CFR Section 24.308: Judicial review. 576
28 CFR Section 24.309: Payment of award. 576
28 CFR PART 25 DEPARTMENT OF JUSTICE INFORMATION SYSTEMS 577
SUBPART A8 The National Instant Criminal Background Check System 578
28 CFR Section 25.1: Purpose and authority. 578
28 CFR Section 25.2: Definitions. __ 578
Appeal 578
ARI 578
ATF 578
Audit log 578
Business day 578
Control Terminal Agency 579
Data source 579
Delayed 579
Denied 579
Denying agency 579
Dial-up access 579
Federal agency 579
FFL (federal firearms licensee) ____ 579
Firearm 580
Licensed dealer 580
Licensed importer 580
Licensed manufacturer 580
NCIC (National Crime Information Center) 580
NICS 580
NICS Index 580
NICS operational day 580
NICS Representative 580
NRI (NICS Record Identifier) 581
NTN (NICS Transaction Number) _ 5681
Open 581
ORI (Originating Agency Identifier) 581
Originating Agency 581
POC (Point of Contact) 581
Proceed 582
Record 582
STN (State-Assigned Transaction Number) 582
System 582
28 CFR Section 25.3: System information. 582
28 CFR Section 25.4: Record source categories. 583
28 CFR Section 25.5: Validation and data integrity of records in the system. 583
28 CFR Section 25.6: Accessing records in the system 583
€) 583
(b) Access to the NICS through the FBI NICS Operations Center. 584
(c) 584
(d) Access to the NICS through POCs. 585
(e) 585

® 585
(9) 586
(h) POC Determination Messages. _ 586

(i) Response recording. 586
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() Access to the NICS Index for purposes unrelated to NICS background checks

required by the Brady Act. 587
28 CFR Section 25.7: Querying records in the system. 587
28 CFR Section 25.8: System safeguards. 588
28 CFR Section 25.9: Retention and destruction of records in the system. 590
28 CFR Section 25.10: Correction of erroneous system information. 593
28 CFR Section 25.11: Prohibited activities and penalties. 595
SUBPART B3 National Motor Vehicle Title Information System (NMVTIS) 596
28 CFR Section 25.51: Purpose and authority. 596
28 CFR Section 25.52: Definitions. 596

Acquiring 596

Automobile 596

Certificate of title 596

Insurance carrier 596

Junk automobile 596

Junk yard 597

Motor vehicle 597

NMVTIS 597

Operator 597

Purchaser 597

Salvage automobile 597

Salvage yard 598

State 598

Total loss 598

VIN 598
28 CFR Section 25.53: Responsibilities of the operator of NMVTIS. 598
28 CFR Section 25.54: Responsibilities of the States. 600
28 CFR Section 25.55: Responsibilities of insurance carries. 602
28 CFR Section 25.56: Responsibilities of junk yards and salvage yards and auto
recyclers. 603
28 CFR Section 25.57: Erroneous junk or salvage reporting. 604

28 CFR PART 2 WHISTLEBLOWER PROTECTION FOR FEDERAL BUREAU OF

INVESTIGATION EMPLOYEES 606
SUBPART Ad Protected Disclosures of Information 607
28 CFR Section 27.1: Making a protected disclosure. 607
28 CFR Section 27.2: Prohibition against reprisal for making a protected disclosure. 607
SUBPART B3 Investigating Reprisal Allegations and Ordering Corrective Action __ 609
28 CFR Section 27.3: Investigations: The Department of Justice's Office of Professional
Responsibility and Office of the Inspector General. 609
28 CFR Section 27.4: Corrective action and other relief; Director, Office of Attorney
Recruitment and Management. 610
28 CFR Section 27.5: Review. 613
28 CFR Section 27.6: Extensions of time. 613

28 CFR PART2806 DNA IDENTIFICATION SYSTEM 614
SUBPART A6 Qualifying Federal Offenses for Purposes of DNA Sample Collection 615
28 CFR Section 28.1: Purpose. 615
28 CFR Section 28.2: Determination of offenses. 615

(a) Felony 615
SUBPART B3 DNA Sample Collection, Analysis, and Indexing 617
28 CFR Section 28.11: Definitions. 617

DNA analysis 617

DNA sample 617
28 CFR Section 28.12: Collection of DNA sanples. 617
28 CFR Section 28.13: Analysis and indexing of DNA samples. 619
SUBPART @ Preservation of Biological Evidence 620
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28 CFR Section 28.21: Purpose.

28 CFR Section 28.22: The requirement to preserve biological evidence.
(a) Applicability in general.
(b) Limitation to circumstances in which a defendant is under a sentence of
imprisonment for the offense.
(c) Conditions of preservation.

28 CFR Section 28.23: Evidence subject to the preservation requirement.
(a) Biological evidence generally.
(b) Biological evidence under section 3600A(b)(2).

28 CFR Section 28.24: Exceptions based on the results of juétial proceedings.
(a) Judicial denial of DNA testing.
(b) Inclusion of defendant as source.

28 CFR Section28.25: Exceptions based on a defendant's conduct.
(a) Waiver by defendant.
(b) Notice to defendant.

28 CFR Section 28.26: Exceptions based on the nature of the evidence.
(a) Evidence not retained beyond the investigative stage.
(b) Evidence not constituting biological material.
(c) Preservation of portions sufficient for DNA testing.

28 CFR Section 28.27: Nonpreemption of other requirements.

28 CFR Section 28.28: Sanctions for violations.

(a) Disciplinary sanctions.
(b) Criminal sanctions.
(c) No effect on validity of convictions.
28 CFR PART 29 MOTOR VEHICLE THEFT PREVENTION ACT REGULATIONS ____

28 CFR Section 29.1: Purpose.

28 CFR Section 29.2: Definitions.
(a) The Act
(b) Owner
(c) The Program

28 CFR Section 29.3: Administration by the Bureau of Justice Assistance.

28 CFR Section 29.4: Election to participate by states and localities.

28 CFR Section 29.5: Notification of law enforcement officials.

28 CFR Section 29.6: Limited participation by states and localities permitted.

28 CFR Section 29.7: Withdrawal from the program by states and localities.

28 CFR Section 29.8: Motor vehicle owner participation.

28 CFR Section 29.9: Motor vehicles for hire.

28 CFR Section 29.10: Owner withdrawal from the program.

28 CFR Section 29.11: Sale or other transfer of an enrolled vehicle.

28 CFR Section 29.12: Specified conditions under which stops may be authorized.
(&) Time.
(b) Border crossing or port entry.

28 CFR Section 29.13: No new conditions without consent.

28 CFR PART 4% EMPLOYEE RESPONSIBILITIES

28 CFR Section 45.1: Crosgeference to ethical standards and financial disclosure

regulations.

28 CFR Section 45.2: Disqualification arising from personal or political relationship.

28 CFR Section 45.3: Disciplinary proceedings under 18 U.S.C. 207(j).

28 CFR Section 45.4: Personal use of Government property.

28 CFR Section 45.10: Procedures to promote compliance with crime victims' rights

obligations.
(a) Definitions.
(b)
(c) Complaint process.

(d)
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(e) Disciplinary procedures. 641

28 CFR Section 45.11: Reporting to the Office of the Inspector General. 641
28 CFR Section 45.12: Reporting to the Department of Justice Office of Professional
Responsibility. 642
28 CFR Section 45.13: Duy to cooperate in an official investigation. 642
28 CFR PART 46 PROTECTION OF HUMAN SUBJECTS 644
28 CFR Section 46.101: To what does this policy apply? 645
28 CFR Section 46.102: Definitions. _ 648
(a) Department or agency head 648
(b) Institution 648
(c) Legally authorized representative 648
(d) Research 648
(e) Research subject to regulation, _ 649
(f) Human subject 649
(9) IRB 649
(h) IRB approval 650
(i) Minimal risk 650
(i) Certification 650
28 CFR Section 46.103: Assuring canpliance with this policy 6 research conducted or
supported by any Federal Department or Agency. 650
28 CFR Section 28 CFR Section&6.104-46.106: [Reserved] 652
28 CFR Section 46.107: IRB membership. 653
28 CFR Section 46.108: IRB functions and operations. 653
28 CFR Section 46.109: IRB review of research. 654
28 CFR Section 46.110: Expedited review procedures for certain kinds of research
involving no more than minimal risk, and for minor changes in approved research. _ 655
28 CFR Section 46.111: Criteria for IRB approval of research. 655
28 CFR Section 46.112: Review by institution. 657
28 CFR Section 46.113: Suspension or termination of IRB approval of research. 657
28 CFR Section 46.114: Cooperative research. 657
28 CFR Section 46.115: IRB records, _ 657
28 CFR Section 46.116: General requiremats for informed consent. 658
28 CFR Section 46.117: Documentation of informed consent. 661
28 CFR Section 46.118: Applications and proposals lacking definite plans for
involvement of human subjects. 662
28 CFR Section 46.119: Research undertaken without the intention of involving human
subjects. 663
28 CFR Section 46.120: Evaluation and disposition of applications and proposals for
research to be conducted or supported by a Federal Department or Agency. 663
28 CFR Section 46.121: [Reserved] __ 663
28 CFR Section 46.122: Use of Federal funds. 664
28 CFR Section 46.123: Early termination of research support: Evaluation of applications
and proposals. 664
28 CFR Section 46.124: Conditions. 664
28 CFR PART 4® RIGHT TO FINANCIAL PRIVA CY ACT 665
28 CFR Section 47.1: Definitions. ____ 666
Departmental unit 666
Act 666
28 CFR Section 47.2: Purpose. 666
28 CFR Section 47.3: Authorization. __ 666
28 CFR Section 47.4: Written request. 667
28 CFR Section47.5: Certification. __ 667
28 CFR PART 5@ STATEMENTS OF POLICY 668
28 CFR Section 50.2: Release of information by personnel of the Department of Justice
relating to criminal and civil proceedings. 669
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(a) General. 669

(b) Guidelines to criminal actions. _ 669
(c) Guidelines to civil actions. 671
28 CFR Section 50.3: Guidelines for the enforcement of title VI, Civil Rights Act of 1964.
672
28 CFR Section 50.5: Notification of Consular Officers upon the arrest of foreign
nationals. 677
28 CFR Section 50.6: Antitrust Division business review procedure. 678
28 CFR Section 50.7: Consent judgments in actions to enjoin discharges of pollutants.
681
28 CFR Section 50.8: [Reserved] 682
28 CFR Section 50.9: Policy with regard to open judicial proceedings. 682

28 CFR Section 50.10: Policy with regard to the issuance of subpoenas to members of the
news media, subpoenas for telephone toll records of members of the news media, and the

interrogation, indictment, or arrest of, members of the news media. 684
28 CFR Section 50.12: Exchange of FBI identification records. 688
28 CFR Section 50.14: Guidelines on employee selection procedures. 689

28 CFR Section 50.15: Representation of Federal officials and employees by Department
of Justice attorneys or by private counsel furnished by the Department in civil, criminal,
and congressional proceedings in which Federal employees are sued, subpoenaed, or

charged in their individual capacities. _ 735
28 CFR Section 50.16: Representation of Federal employees by private counsel at Federal
expense. 741
28 CFR Section 50.17: Ex parte communications in informal rulemaking proceedings.742
28 CFR Section 50.18: [Reserved] 743
28 CFR Section 50.19: Procedures to be followed by government attorneys prior to filing
recusal or disqualification motions. 743
28 CFR Section 50.20: Participation by the United States in court-annexed arbitration.
744
(a) Considerations affecting participation in arbitration. 745
(b) General rule consenting to arbitration consistent with the department's
regulations. 745
(c) Objection to the imposition of penalties or sanctions against the United States for
demanding trial de novo. 746
(d) Additional restrictions. 747
(e) Notification of new or revised arbitration rules. 748
28 CFR Section 50.21: Procedures governing the destruction of contraband drug
evidence in the custody of Federal law enforcement authorities. 748
(a) General. 748
(b) Purpose. 749
(c) Policy. 749
(d) Definitions. 749
(e) Procedures. 750
(f) Procedures. 751
(9) Supplementary regulations. 7152
28 CFR Section 50.22: Young American Medals Program. 752
(a) Scope. 752
(b) Young American Medal for Bravery. 752
(c) Young American Medal for Service. 753
(d) Eligibility. 753
(e) Request for information. 753
(f) Procedure. 754
(g) Presentation. 755
(h) Posthumous awards. 755
(i) Young American Medals Committee. 756
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28 CFR Section 50.23: Policy against entering into final settlement agreements or
consent decree that are subject to confidentiality provisions and against seeking or

concurring in t he sealing of such documents. 756
28 CFR Section 50.24: Annuity broker minimum qualifications. 757
(a) Minimum standards. 757
(b) Procedures for inclusion on the list. 758
(c) Disclaimers. 759
28 CFR PART 53 PROCEEDINGS BEFORE U.S. MAGISTRATE JUDGES 761
28 CFR Section 52.01: Civil proceedings: Special master, pretrial, trial, appeal. 761
28 CFR Section 52.02: Criminal proceedings: Pretrial, trial. 762
28 CFR PART 5% GUIDELINES ON METHODS OF OBTAINING DOCUMENTARY
MATERIALS HELD BY THIRD PARTIES 764
28 CFR Section 59.1: Introduction. 764
28 CFR Section 59.2: Definitions. __ 765
28 CFR Section 59.3: Applicability. 765
28 CFR Section 59.4: Procedures. 767
(a) Provisions governing the use of search warrants generally. 767
(b) Provisions governing the use of search warrants which may intrude upon
professional, confidential relationships. 767
(c) Considerations bearing on choice of methods. 769
28 CFR Section59.5: Functions and authorities of the Deputy Assistant Attorneys
General. 771
28 CFR Section 59.6: Sanctions. 771
28 CFR PART 60 AUTHORIZATION OF FEDERAL LAW ENFORCEMENT OFFICERS TO
REQUEST THE ISSUANCE OF A SEARCH WARRANT 772
28 CFR Section 60.1: Purpose. 772
28 CFR Section 60.2: Authorized categories, 772
28 CFR Section 60.3: Agencies with authorized personnel. 774
(a) National Law Enforcement Agencies: 774
(b) Local Law Enforcement Agencies: 775
28 CFR PART 6 EMERGENCY FEDERAL LAW ENFORCEMENT ASSISTANCE 777
SUBPART Ad Eligible Applicants 779
28 CFR Section 65.1: General. 779
28 CFR Section 65.2: State Government. 779
SUBPART B3 Allocation of Funds and Other Assistance 779
28 CFR Section 65.10: Fund availability. 779
28 CFR Section 65.11: Limitations on fund and other assistance use. 779
(a) Land acquisition. 779
(b) Non -supplantation. 779
(c) Civil justice. 779
(d) Federal law enforcement personnel. 780
(e) Direction, supervision, control. _ 780
28 CFR Section 65.12: Other assistance. 780
SUBPART @ Purpose of Emergency Federal Law Enforcement Assistance 781
28 CFR Section 65.20: General. 781
28 CFR Section 65.21: Purpose of assistance. 781
28 CFR Section 65.22: Exclusions. 781
SUBPART D3 Application for Assistance 782
28 CFR Section 6530: General. 782
28 CFR Section 65.31: Application content. 782
(a) Problem. 782
(b) Cause. 782
(c) Resources. 782
(d) Assistance requested. 782
(e) Other assistance. 782
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Other requirements. 782
® q

SUBPART B Submission and Review of Applications 783
28 CFR Section 65.40: General. 783
28 CFR Section 65.41: Review of State applications. 783
(a) Review criteria. 783
(b) Review process. 783
SUBPART R Additional Requirements 785
28 CFR Section 65.50: General. 785
28 CFR Section 65.51: Recordkeeping. 785
28 CFR Section 65.52; Civil rights. 785
28 CFR Section 65.53: Confidentiality of information. 785
SUBPART & Repayment of Funds 786
28 CFR Section 65.60: Repayment of funds. 786
SUBPART Hd Definitions 787
28 CFR Section 65.70: Definitions. 787
(a) Law enforcement emergency. 787
(b) Federal law enforcement assistance. 787
(c) Federal law enforcement community. 787
(d) State. 788
SUBPART I8 Immigration Emergency Fund 789
28 CFR Section 65.80: General. 789
28 CFR Section 65.81: General definitions. 789
Assistance 789
Immigration emergency 789
Other circumstances 790
28 CFR Section 65.82: Procedure for requesting a Presidential determination of an
immigration emergency. 790
28 CFR Section 65.83: Assistance required by the Attorney General. 790
28 CFR Section 65.84: Procedures for the Attorney General when seeking State or local
assistance. 792
28 CFR Section 65.85: Procedures for State or local governments applying for funding.
795
28 CFR PART 69 NEW RESTRICTIONS ON LOBBYING 797
SUBPART A8 General 798
28 CFR Section 69.100: Conditions on use of funds. 798
28 CFR Section 69.105: Definitions. _ 798
(a) Agency, 799
(b) Covered Federal action 799
(c) Federal contract 799
(d) Federal cooperative agreement _ 799
(e) Federal grant 799
(f) Federal loan 799
(9) Indian tribe and tribal organization 799
(h) Influencing or attempting to influence 800
(i) Loan guarantee and loan insurance 800
() Local government 800
(k) Officer or employee of an agency 800
() Person 800
(m) Reasonable compensation 800
(n) Reasonable payment 801
(o) Recipient 801
(p) Regularly employed 801
(q) State 801
28 CFR Section 69.110: Certification and disclosure. 801
SUBPART B3 Activities by Own Employees 804
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28 CFR Section 69.200: Agency and legislative liaison, 804

28 CFR Section 69.205: Professional and technical services. 804
28 CFR Section 69.210: Reporting. 805
SUBPART @ Activities by Other Than Own Employees 807
28 CFR Section 69.300: Professional and technical services. 807
SUBPART D3 Penalties and Enforcement 809
28 CFR Section 69.400: Penalties. 809
28 CFR Section 69.405: Penalty procedures. 809
28 CFR Setion 69.410: Enforcement. 810
SUBPART B3 Exemptions 811
28 CFR Section 69.500: Secretary of Defense. 811
SUBPART Fd Agency Reports 812
28 CFR Section 69.600: Semiannual compilation. 812
28 CFR Section 69.605: Inspector General report. 813
Appendix A to Part 699 Certification Regarding Lobbying 814
Certification for Contracts, Grants, Loans, and Cooperative Agreements 814
Statement for Loan Guarantees and Loan Insurance 814
Appendix B to Part 698 Disclosure Form To Report Lobbying 816
28 CFR PART 73 NOTIFICATIONS TO THE ATTORNEY GENERAL BY AGENTS OF
FOREIGN GOVERNMENTS 817
28 CFR Section 73.1: Definition of terms. 818
28 CFR Section 73.2: Exceptions. ___ 819
28 CFR Section 73.3: Form of notification. 819
28 CFR Setion 73.4: Partial compliance not deemed compliance. 820
28 CFR Section 73.5: Termination of notification. 820
28 CFR Section 73.6: Relation to other statutes. 821
28 CFR PART 78 ETHICAL STANDARDS FOR ATTORNEYS FOR THE GOVERNMENT
822
28 CFR Section 77.1: Purpose and authority. 823
28 CFR Section 77.2: Definitions. 823
28 CFR Section 77.3: Application of 28 U.S.C. 530B. 825
28 CFR Section 77.4: Guidance. 826
(a) Rules of the court before which a case is pending. 826
(b) Inconsistent rules where there is a pending case. 826
(c) Choice of rules where there is no pending case. 826
(d) Rules that impose an irreconcilable conflict. 826
(e) Supervisory attorneys. 827
(f) Investigative Agents. 827
28 CFR Section 77.5: No private remedies. 827
28 CFR PART 808 FOREIGN CORRUPT PRACTICES ACT OPINION PROCEDURE __ 828
28 CFR Section 80.1: Purpose. 829
28 CFR Section 80.2: Submission requirements. 829
28 CFR Section 80.3: Transaction. _ 829
28 CFR Section 80.4: Issuer or domestic concern. 829
28 CFR Section 80.5: Affected parties. 829
28 CFR Section 80.6: General requirements. 830
28 CFR Setion 80.7: Additional information. 830
28 CFR Section 80.8: Attorney General opinion. 831
28 CFR Section 80.9: No oral opinion. 831
28 CFR Section 80.10: Rebuttable presumption. 831
28 CFR Section 80.11: Effect of FCPA Opinion. 831
28 CFR Section 80.12: Accounting requirements. 832
28 CFR Section 80.13: Scope of FCPA Opinion. 832
28 CFR Section 80.14: Disclosure. 832
28 CFR Section 80.15: Withdrawal. 833
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28 CFR Section 80.16: Additional requests. 833
28 CFR PART 10® COST RECOVERY REGULATIONS, COMMUNICATIONS

ASSISTANCE FOR LAW ENFORCEMENT ACT OF 1994 834
28 CFR Section 100.9: General. 835
28 CFR Section 100.10: Definitions. _ 835

Allocable 835
Business unit 835
Cooperative agreement 835
Cost element 835
Cost objective 835
Cost pool 836
Direct supervision 836
Directly allocable cost 836
Directly assignable cost 836
Directly associated cost 836
Final cost objective 836
Installed or deployed 836
Labor cost 836
Network operations costs 836
Plant costs 836
Provisioning costs 837
Trade secrets/proprietary information 837
Unit cost 837
28 CFR Section 100.11: Allowable costs. 837
28 CFR Sectian 100.12: Reasonable costs. 838
28 CFR Section 100.13: Directly assignable costs. 839
28 CFR Section 100.14: Directly allocable costs. 839
28 CFR Section 100.15: Disallowed costs. 841
28 CFR Secton 100.16: Cost estimate submission, 842
28 CFR Section 100.17: Request for payment. 845
28 CFR Section 100.18: Audit. 847
(a) General. 847
(b) Audits of request for payment. 848
(c) Reports. 848
(d) Availability. 848
(e) Subcontractors. 849
28 CFR Section 100.19: Adjustments to agreement estimate. 849
(a) Adjustments prior to the incurrence of a cost. 849
(b) Adjustments after the incurrence of a cost. 849
(c) Reduction for defective cost data. 849
28 CFR Section 100.20: Confidentiality of trade secrets/proprietary information. 851
28 CFR Section 100.21: Alternative dispute resolution. 851

28 CFR PART 10% CRIMINAL HISTORY BACKGROUND CHECKS 852
SUBPART A [Reserved] 853
SUBPART B3 Aviation Training for Aliens and Other Designated Individuals 853
28 CFR Section 105.10: Definitions, purpose, and scope. 853

(a) Definitions. 853
(b) Purpose and scope. 854
28 CFR Section 105.11: Individuals not requiring a security risk assessment, 855
(a) Citizens and nationals of the United States. 855
(b) Exception. 856
28 CFR Section 105.12: Notification for candidates eligible for expedited processing. 856
(a) Expedited processing. 856
(b) Notification. 857
(c) Commencement of training. 858
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(d) Records. 858
28 CFR Section 105.13: Notification for candidates not eligible for expedited processing.

858
28 CFR Section 105.14: Risk assessment for candidates. 861
SUBPART @ Private Security Officer Employment 863
28 CFR Section 105.21: Purpose and authority. 863
28 CFR Section 105.22: Definitions. _ 863
(a) Authorized employer 863
(b) Employee 863
(c) Charged 864
(d) Felony 864
(e) Participating State 864
(f) Person 864
(g) Private Security Officer 864
(h) Security services 864
(i) State Identification Bureau (SIB) 865
28 CFR Section 105.23: Procedure for requesting criminal history record check. 865
28 CFR Section 105.24: Employee's rights, 866
28 CFR Section 105.25: Authorized employer's responsibilities. 867
28 CFR Section 105.26: State agency's responsibilities. 867
28 CFR Section 105.27: Miscellaneous provisions. 868
(a) Alternate State availability. 868
(b) FBI fees for national check. 869
(c) Penalties for misuse. 869
(d) Exclusion from coverage. 869
28 CFR PART 2008 ALIEN TERRORIST REMOVAL PROCEDURES 870
28 CFR Section 200.1: Eligibility for Protection under the Convention Against Torture.
870
CFR TITLE 32 6 NATIONAL DEFENSE 871

32 CFR CHAPTER XVII6 OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 871
32 CFR PART 170® PROCEDURES FOR DISCLOSURE OF RECORDS PURSUANT TO

THE FREEDOM OF INFORMATION ACT 872
32 CFR Section 1700.1: Authority and purpose. 873
32 CFR Section 1700.2: Definitions. 873
32 CFR Section 190.3: Contact for general information and requests. 875
32 CFR Section 1700.4: Preliminary information. 875
32 CFR Section 1700.5: Requirements as to form and content. 876
32 CFR Section 1700.6: Fees for records services. 876
32 CFR Section 1700.7: Processing of requests for records. 879
32 CFR Section 1700.8: Action on the request. 880
32 CFR Section 1700.9: Payment of fees, notification of decision, and rght of appeal.

880
32 CFR Section 1700.10: Procedures for business information. 881
32 CFR Section 1700.11: Procedures for information concerning other persons. 883
32 CFR Section 1700.12: Requests for expedited processing. 884
32 CFR Sectin 1700.13: Right to appeal and appeal procedures. 884
32 CFR Section 1700.14: Action by appeals authority. 885

32 CFR PART 1708 ADMINISTRATION OF RECORDS UNDER THE PRIVACY ACT OF

1974 886
SUBPART A6 Protection of Privacy and Access to Individual Records Under the
Privacy Act of 1974 888
32 CFR Section 1701.1: Purpose, scope, applicability. 888
32 CFR Section 1701.2: Definitons. 888
32 CFR Section 1701.3: Contact for general information and requests. 891
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32 CFR Section 1701.4: Privacy Act responsibilities/policy. 891

32 CFR Section 1701.5: Collection and maintenance of records. 891
32 CFR Section 1701.6: Disasure of records/policy. 892
32 CFR Section 1701.7: Requests for naotification of and access to records. 893
32 CFR Section 1701.8: Requests to amend or correct records. 894
32 CFR Section 1701.9: Requests for an accounting of record disclosures. 895

32 CFR Section 1701.10: ODNI responsibility for responding to access requests. 895
32 CFR Section 1701.110DNI responsibility for responding to requests for

amendment or correction. 897
32 CFR Section 1701.12: ODNI responsibility for responding to requests for
accounting. 898
32 CFR Section 1701.13: Special procegtes for medical/psychiatric/psychological
records. 899
32 CFR Section 1701.14: Appeals. _ 899
32 CFR Section 1701.15: Fees. 900
32 CFRSection 1701.16: Contractors. 900
32 CFR Section 1701.17: Standards of conduct. 900
SUBPART B3 Exemption of Record Systems under the Privacy Act 902
32 CFR Section 1701.20: Exemption policies. 902
32 CFR Section 1701.21: Exemption of NationalCounterterrorism Center (NCTC)
systems of records. 902
32 CFR Section 1701.22: Exemption of Office of the National Counterintelligence
Executive (ONCIX) system of records. 906
32 CFR Section 1701.23: Exemption of Office of Inspector General (OIG) systems of
records. 908
32 CFR Section 1701.24: Exemptiorof Office of the Director of National Intelligence
(ODNI) systems of records. 912
SUBPART @ Routine Uses Applicable to More Than One ODNI System of Record€914
32 CFR Section 1701.30: Policy and applicability. 914
32 CFR Section 1701.31: General routine uses. 914
32 CFR PART 1703 PROCEDURES GOVERNING THE ACCEPTANCE OF SERVICE OF
PROCESS 918
32 CFR Section 1702.1: Scope and purpose. 918
32 CFR Section 1702.2: Definitions. 918
32 CFR Section 1702.3: Procedures governing acceptance of service of process. 919
32 CFR Section 1702.4: Notification to Office of General Counsel. 920
32 CFR Section 1702.5: Interpretation. 920

32 CFR PART 1708 PRODUCTION OF ODNI INFORMATION OR MATERIAL IN
PROCEEDINGS BEFORE FEDERAL, STATE, LOCAL OR OTHER GOVERNMENT

ENTITY OF COMPETENT JURISDICTION 921
32 CFR Section 1703.1: Scope and purpose. 921
32 CFR Section 1703.2: Definitions. 921
32 CFR Section 1703.3: General, _ 923
32 CFR Section 1703.4 Procedure for production. 923
32 CFR Section 1703.5: Interpretation. 924

32 CFR CHAPTER XVIIId NATIONAL COUNTERINTELLIGENCE CENTER 925

32 CFR PART 1800 PUBLIC ACCESS TO NACIC RECORDS UNDER THE FREEDOM

OF INFORMATION ACT (FOIA) 925
SUBPART A3 General 926
32 CFR Section 1800.1: Authority and purpose. 926
32 CFR Section 1800.2: Definitions. 926
32 CFR Section 1800.3: Contact for general information and requests. 929
32 CFR Section 1800.4: Suggestions and complaints. 929
SUBPART B3 Filing of FOIA Requests 931
32 CFR Section 1800.11: Preliminary information. 931
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32 CFR Section 1800.12: Requirements as to form and content. 931

32 CFR Section 1800.13: Fees for record services. 931
32 CFR Section 1800.14: Fee estimates (pr@equest option). 934
SUBPART @ NACIC Action On FOIA Requests 936
32 CFR Section 1800.21: Processing of requests for records. 936

32 CFR Section 1800.22: Action and determination(s) by originator(s) or any
interested party. 937
32 CFR Section 1800.23: Payment of fees, naotification of decision, and right of appeal.
937
SUBPART D3 Additional Administrative Matters 939
32 CFR Section 180Q31: Procedures for business information. 939
32 CFR Section 1800.32: Procedures for information concerning other persons. _ 941
32 CFR Section 1800.33: Allocation of resources; agreed extensions of time. 942
32 CFR Section 1800.34: Requests for expedited processing. 943
SUBPART E3 NACIC Action On FOIA Administrative Appeals 944
32 CFR Section 1800.41: Appeal authority. 944
32 CFR Section 1800.42: Right of appeal and appeal procedures. 944
32 CFR Section 1800.43: Determination(s) by Office Chief(s). 945
32 CFR Section 1800.44: Action by appeals authority. 945
32 CFR Section 1800.45: Notification of decision and right of judicial review. 945
32 CFR PART 1808 PUBLIC RIGHTS UNDER THE PRIVACY ACT OF 1974 946
SUBPART AS General 947
32 CFRSection 1801.1: Authority and purpose. 947
32 CFR Section 1801.2: Definitions. 947
32 CFR Section 1801.3: Contact for general information and requests. 949
32 CFR Section 1801.4: Suggestions and complaints. 949
SUBPART B3 Filing Of Privacy Act Requests 950
32 CFR Section 1801.11: Preliminary information. 950
32 CFR Section 1801.12: Requirements as to form. 950
32 CFR Section 1801.13: Requirements as to identification of requester, 950
32 CFR Section 1801.14: Fees. 951
SUBPART @ Action On Privacy Act Requests 952
32 CFR Section 1801.21: Processing requests for access to or amendment of records.
952

32 CFR Section 1801.22: Action and determination(s) by originator(s) or any
interested party. 952
32 CFR Section 1801.23: Notification of decision and right of appeal. 954
SUBPART D& Additional Administrative Matters 955
32 CFR Setion 1801.31: Special procedures for medical and psychological record€955
32 CFR Section 1801.32: Requests for expedited procssing. 955
32 CFR Section 1801.33: Allocation of resources; agreed extensions of time. 956
SUBPART B Action On Privacy Act Administrative Appeals 958
32 CFR Section 1801.41: Appeal authority. 958
32 CFR Section 1801.42: Right of appeal and appeal proedures. 958
32 CFR Section 1801.43: Determination(s) by Office Chiefs. 958
32 CFR Section 1801.44: Action by appeals authority. 959
32 CFR Section 1801.45: Notification of decision and right of judicial review. 959
SUBPART F9 Prohibitions 961
32 CFR Section 1801.51: Limitations on disclosure. 961
32 CFR Section 1801.52: Criminal penalties. 961
SUBPART &3 Exemptions 963
32 CFR Section 1801.63: Specifiexemptions. 963

32 CFR PART 180238 CHALLENGES TO CLASSIFICATION OF DOCUMENTS BY
AUTHORIZED HOLDERS PURSUANT TO SECTION 1.9 OF EXECUIVE ORDER 12958
964
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SUBPART A0 General 965

32 CFR Section 1802.1: Authority and purpose. 965
32 CFR Section 1802.2: Definitions. 965
32 CFR Section 182.3: Contact for general information and requests. 966
32 CFR Section 1802.4: Suggestions and complaints. 967
SUBPART B3 Filing Of Challenges _ 968
32 CFR Section 1802.11: Prerequisites. 968
32 CFR Section 1802.12: Requirements as to form. 968
32 CFR Section 1802.13: ldentification of material at issue. 968
32 CFR Section 1802.14: Transmission. 968
SUBPART @ Action On Challenges 969
32 CFR Section 1802.21: Receipt, recording, and tasking. 969
32 CFR Section 1802.22: Challenges barred by res judicata. 969
32 CFR Section 1802.23: Response by originator(s) and/or anyinterested party. _ 969
32 CFR Section 1802.24: Designation of authority to hear challenges. 969
32 CFR Section 1802.25: Action on challenge. 970
32 CFR Section 1802.26: Noatification of decision and prohibition on adverse action.
970
SUBPART D3 Right of Appeal 971
32 CFR Section 1802.31: Right of appeal. 971

32 CFR PART 1803 PUBLIC REQUESTS FOR MANDATORY DECLASSIFICATION
REVIEW OF CLASSIFIED INFORMATION PURSUANT TO SECTION 3.6 OF

EXECUTIVE ORDER 12958 972
SUBPART A5 General 973
32 CFR Section 1803.1: Authority and purpose. 973
32 CFR Section 1803.2: Definitions. 973
32 CFR Section 1803.3: Contact for general information and requests. 975
32 CFR Section 1803.4: Suggestions and complaints. 975
SUBPART B2 Filing of Mandatory Declassification Review (MDR) Requests 976
32 CFR Section 1803.11: Preliminary information. 976
32 CFR Section 1803.12: Requirements as to form. 976
32 CFR Section 1803.13: Fees. 976
SUBPART @ NACIC Action on MDR Requests 977
32 CFR Section1803.21: Receipt, recording, and tasking. 977
32 CFR Section 1803.22: Requests barred by res judicata. 977
32 CFR Section 1803.23: Determination by originator or interested party. 977
32 CFR Section 1803.24: Notification of decision and right of appeal. 977
SUBPART D3 NACIC Action on MDR Appeals 979
32 CFR Section 1803.31: Requirements as to time and form, 979
32 CFR Section 1803.32: Receipt, recording, and tasking. 979
32 CFR Section 1803.33: Determination by NACIC Office Chiefs, 979
32 CFR Section 1803.34: Appeal authority. 979
32 CFR Secion 1803.35: Action by appeals authority. 979
32 CFR Section 1803.36: Notification of decision and right of further appeal. 979
SUBPART B9 Further Appeals 981
32 CFR Section 1803.41: Right of further appeal. 981

32 CFR PART 1804 ACCESS BY HISTORICAL RESEARCHERS AND FORMER
PRESIDENTIAL APPOINTEES PURSUANT TO SECTION 4.5 OF EXECUTIVE ORDER

12958 982
SUBPART A9 General 983
32 CFR Section 1804.1: Authority and purpose. 983
32 CFR Section 1804.2: Definitions. 983
32 CFR Section 1804.3: Contact for general information and requests. 985
32 CFR Section 1804.4: Suggestions and complaints. 985
SUBPART B3 Requests for Historical Access 986
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32 CFR Section 1804.11: Requirements as to who may apply. 986

32 CFR Section 1804.12: Designations of authority to hear requests. 986
32 CFR Section 1804.13: Receipt, recording, and tasking. 986
32 CFR Section 1804.14: Determinations by tasked offtials. 987
32 CFR Section 1804.15: Action by hearing authority., 988
32 CFR Section 1804.16: Action by appeal authority. 988
32 CFR Section 1804.17: Notification of decision, 988
32 CFR Section 1804.18: Termination of access. 988

32 CFR PART 180% PRODUCTION OF OFFICIAL RECORDS OR DISCLOSURE OF
OFFICIAL INFORMA TION IN PROCEEDINGS BEFORE FEDERAL, STATE OR LOCAL

GOVERNMENT ENTITIES OF COMPETENT JURISDICTION 989
32 CFR Section 1805.1: Scope and purpose. 990
32 CFR Section 1805.2: Definitions. 990
32 CFR Section 1805.3: General, _ 991
32 CFR Secion 1805.4: Procedure for production. 991

32 CFR PART 1806 PROCEDURES GOVERNING ACCEPTANCE OF SERVICE OF

PROCESS 993
32 CFR Section 1806.1: Scope and purpose. 993
32 CFR Section 1806.2: Definitions. 993
32 CFR Section 186.3: Procedures governing acceptance of service of process. 994
32 CFR Section 1806.4: Notification to NACIC Counsel. 995
32 CFR Section 1806.5: Authority of NACIC Counsel, 995

32 CFR PART 1805 ENFORCEMENT OF NONDISCRIMINATION ON THE BASIS OF
DISABILITY IN PROGRAMS OR ACTIVITIES CONDUCTED BY THE NATIONAL

COUNTERINTELLIGENCE CENTER _ 996
32 CFR Section 1807.101: Purpose. 996
32 CFR Section 1807.102: Application. 996
32 CFR Section 1807.103: Definitions. 997
32 CFR Section 1807.104 1807.110: [Reserved] 999
32 CFR Section 1807.111: Notice. 999
32 CFR Section 1807112- 1807.129: [Reserved] 999
32 CFR Section 1807.130: General prohibitions against discrimination. 999
32 CFR Section 1807.13% 1807.139: [Reserved] 1001
32 CFR Section 1807.140: Employment. 1001
32 CFR Section1807.141- 1807.148: [Reserved] 1001
32 CFR Section 1807.149: Program accessibility: discrimination prohibited. _ 1001
32 CFR Section 1807.150: Program accessibility: existing facilities. 1001
32 CFR Section 1807.151: Program accessibility: new construction and alterations.

1002

32 CFR Section 1807.152 1807.159: [Reserved] 1002

32 CFR Section 1807.160: Communications. 1002

32 CFR Section 1807.1641807.169: [Reserved] 1003

32 CFR Section 1807.170: Compliance procedures. 1003

32 CFR CHAPTER XIXd CENTRAL INTELLIGENCE AGENCY 1005

32 CFRPART 19008 PUBLIC ACCESS TO CIA RECORDS UNDER THE FREEDOM OF

INFORMATION ACT (FOIA) 1006
32 CFR Section 1900.01: Authority and purpose. 1007
32 CFR Section 1900.02: Definitions. 1007
32 CFR Section 1900.03: Contact for general information and requests. 1010
32 CFR Section 1900.04: Suggestions and complaints. 1010
Filing of FOIA Requests 1011
32 CFR Section 1900.11: Preliminary Information. 1011
32 CFR Section 1900.12: Requirements as to form and content. 1011
32 CFR Section 1900.13: Fees for record services. 1011
32 CFR Section 1900.14: Fee estimates (preequest option). 1016
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CIA Action on FOIA Requests 1016

32 CFR Section 1900.21: Processing of requests for records. 1017
32 CFR Section 1900.22: Action and determination(s) by originator(s) or any
interested party. 1018
32 CFR Section 1900.23: Payment of fees, natification of decision, and right of appeal.
1018
Additional Administrative Matters 1019
32 CFR Section 1900.31: Procedures for business informabn. 1019
32 CFR Section 1900.32: Procedures for information concerning other persons. 1021
32 CFR Section 1900.33: Allocation of resources; agreed extensions of time. 1022
32 CFR Section 1900.34: Requests for expedited processing. 1023
CIA Action on FOIA Administrative Appeals 1024
32 CFR Section 1900.41: Establishment of appeals structure. 1024
32 CFR Section 1900.42: Right of appeal and appeal procedures. 1025
32 CFR Section 1900.43: Determination(s) by Deputy Director(s). 1026
32 CFR Section 1900.44: Action by appeals authority. 1026
32 CFR Section 1900.45: Notification of decision and right of judicial review. __ 1027
32 CFR PART 1908 PUBLIC RIGHTS UNDER THE PRIVACY ACT OF 1974 1028
General 1029
32 CFR Section 191.01: Authority and purpose. 1029
32 CFR Section 1901.02: Definitions. 1029
32 CFR Section 1901.03: Contact for general information and requests. 1031
32 CFR Section 1901.04: Suggestions and complaints, 1031
Filing of Privacy Act Requests ___ 1031
32 CFR Section 1901.11: Preliminary information. 1031
32 CFR Section 1901.12: Requirements as to form. 1031
32 CFR Section 1901.13: Requirements as to identification of requester, 1032
32 CFR Section 1901.14: Fees. _1o33
Action on Privacy Act Requests 1033
32 CFR Section 1901.21: Processing requests for access to or amemeént of records.
1033
32 CFR Section 1901.22: Action and determination(s) by originator(s) or any
interested party. 1034
32 CFR Section 1901.23: Notification of decision and right of appeal. 1035
Additional Administrative Matters 1035
32 CFR Section 190131: Special procedures for medical and psychological records.
1035
32 CFR Section 1901.32: Requests for expedited processing. 1036
32 CFR Section 1901.33: Allocation of resources; agreed extensions of time, 1036
Action on Privacy Act Administrative Appeals 1037
32 CFR Section 1901.41: Establishment of appeals structure. 1037
32 CFR Section 1901.42: Right of appeal and apeal procedures. 1038
32 CFR Section 1901.43: Determination(s) by Deputy Director(s). 1039
32 CFR Section 1901.44: Action by appeals authority. 1040
32 CFR Section 1901.45: Notification of decision and right of judicial review. 1040
Prohibitions 1041
32 CFR Section 1901.51: Limitations on disclosure. 1041
32 CFR Section 1901.52: Criminal penalties. 1042
Exemptions 1042
32 CFR Section 1901.61: Purpose and authdty. 1042
32 CFR Section 1901.62: General exemptions. 1043
32 CFR Section 1901.63: Specific exemptions. 1044
32 CFR PART 1903 INFORMATION SECURITY REGULATIONS 1046
32 CFR Section 1902.13: Declassification and downgrading policy. 1046
32 CFR PART 1903 CONDUCT ON AGENCY INSTALLATIONS 1048
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32 CFR Section 1903.1: Definitions. 1049

32 CFR Section 1903.2: Applicability. 1051
32 CFR Section 1903.3: State law applicable. 1051
32 CFR Section 1903.4: Vehicles and traffic safety. 1051
32 CFR Section 1903.5: Enforcement of parking regulations. 1052
32 CFR Section 1903.6: Admission on to an Agencyrstallation. 1053
32 CFR Section 1903.7: Trespassing. 1053
32 CFR Section 1903.8: Interfering with Agency functions. 1054
32 CFR Section 1903.9: Explosives. 1054
32 CFR Section 1903.10: Weapons. 1055
32 CFR Section 1903.11: Restrictions on photographic, transmitting, and recording
equipment. 1055
32 CFR Section 1903.12: Alcoholic beverages and controlled substance. 1055
32 CFR Section 1903.13: Intoxicated on an Agency installation. 1056
32 CFR Section 1903.14: Disorderly conduct. 1056
32 CFR Section 1903.15: Preservation of property. 1056
32 CFR Section 1903.16: Restriction on animals. 1057
32 CFR Section 1903.17: Soliciting, vending, and debt collection, 1057
32 CFR Section 1903.18: Distribution of materials. 1057
32 CFR Section 1903.19: Gambling. 1057
32 CFR Section 1903.20: Penalties and effects on other laws. 1058
32 CFR PART 1904 PROCEDURES GOVERNING ACCEPTANCE OF SERVICE OF
PROCESS 1059
32 CFR Section 1904.1: Scope and purpose. 1059
32 CFR Section 1904.2: Definitions. 1059
32 CFR Section 1904.3: Procedures governing acceptance of service of process.1060
32 CFR Section 1904.4: Notification to CIA Office of General Counsel. 1061
32 CFR Section 1904.5: Authority of General Counsel. 1061

32 CFR PART 190% PRODUCTION OF OFFICIAL RECORDS OR DISCLOSURE OF
OFFICIAL INFORMATION IN PROCEEDINGS BEFORE FEDERAL, STATE OR LOCAL
GOVERNMENTAL ENTITIES OF COMPETENT JURISDICTION 1062

32 CFR Section 1905.1: Scope and purpose. 1062
32 CFR Section 1905.2: Definitions. 1062
32 CFR Section 1905.3: General. _ 1063
32 CFR Section 1905.4 Procedure for production. 1063

32 CFR PART 190® ENFORCEMENT OF NONDISCRIMINATION ON THE BASIS OF
HANDICAP IN PROGRAMS OR ACTIVITIES CONDUCTED BY THE CENTRAL
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INTELLIGENCE AGENCY 1066
32 CFR Section 1906.101: Purpose. 1067
32 CFR Section 1906.102: Application. 1067
32 CFR Section 1906.103: Definitions. 1067
32 CFR Section1906.104 - 1906.109: [Reserved] 1069
32 CFR Section 1906.110: Seltvaluation. 1069
32 CFR Section 1906.111: Notice. _ 1070
32 CFR Section 1906.112 1906.129: [Reserved] 1070
32 CFR Section 1906.130: General prohibitions against discrimination. 1070
32 CFR Section 1906.13% 1906.139: [Reserved] 1071
32 CFR Section 1906.140: Employment. 1071
32 CFR Section 1906.141 1906.148: [Reserved] 1072
32 CFR Section 1906.149: Program accessibility: Discrimination prohibited. 1072
32 CFR Section 1906.150: Program accessibility: Existing facilities. 1072
32 CFR Section 1906.151: Progranaccessibility: New construction and alterations.

1073
32 CFR Section 1906.152 1906.159: [Reserved] 1074
32 CFR Section 1906.160: Communications. 1074



32 CFR Section 1906.16% 1906.169: [Reserved] 1074

32 CFR Section 1906.170: Compliance procedures. 1074
32 CFR PART 190D CHALLENGES TO CLASSIFICATION OF DOCUMENTS BY
AUTHORIZED HOLDERS PURSUANT TO § 1.9 OF EXECUTIVE ORDER 12958 1076

General 1077
32 CFR Section 1907.01: Authority and purpose. 1077
32 CFR Section 1907.02: Definitions. 1077
32 CFR Section 1907.03: Contact for general information and requests. 1078
32 CFR Section 1907.04: Suggestions and complaints, 1078
Filing of Challenges 1080
32 CFR Section 1907.11: Prerequites. 1080
32 CFR Section 1907.12: Requirements as to form. 1080
32 CFR Section 1907.13: Identification of material at issue. 1080
32 CFR Section 1907.14: Transmission. 1080
Action on Challenges 1081
32 CFR Section 1907.21: Receipt, recording, and tasking. 1081
32 CFR Section 1907.22: Challenges barred by res judicata. 1081
32 CFR Section 1907.23: Response by originator(s) and/or any interested party. 1081
32 CFR Section 1907.24: Designation of authorty to hear challenges. 1082
32 CFR Section 1907.25: Action on challenge. 1082
32 CFR Section 1907.26: Notification of decision and prohibition on adverse action.
1082
Right of Appeal 1083
32 CFR Section 1907.31: Right of appeal. 1083

32 CFR PART 1908 PUBLIC REQUESTS FOR MANDATORY DECLASSIFICATION
REVIEW OF CLASSIFIED INFORMATION PURSUANT TO § 3.6 OF EXECUTIVE

ORDER 12958 1084
General 1084
32 CFR Section 1908.01: Authority and purpose. 1084
32 CFR Section 1908.02: Definitions. 1085
32 CFR Section 1908.03: Contact for general information and requests. 1086
32 CFR Section 1908.04: Suggestions and complaints, 1087
32 CFR Section 1908.11: Praminary information. 1087
32 CFR Section 1908.12: Requirements as to form. 1087
32 CFR Section 1908.13: Fees. __lo87
Agency Action on MDR Requests _ 1088
32 CFR Section 1908.21:Receipt, recording, and tasking. 1088
32 CFR Section 1908.22: Requests barred by res judicata. 1088
32 CFR Section 1908.23: Determination by originator or interested party. 1088
32 CFR Section 1908.24: Notification of decision and right of appeal. 1088
Agency Action on MDR Appeals __ 1089
32 CFR Section 1908.31:Requirements as to time and form. 1089
32 CFR Section 1908.32: Receipt, recording, and tasking. 1089
32 CFR Section 1908.33: Determination by Deputy Director(s). 1089
32 CFR Section 1908.34: Establishment of appeals structure. 1089
32 CFR Section 1908.35: Action by appeals authority. 1090
32 CFR Section 1908.36: Notification of decision and right of further appeal. __ 1091
Further Appeals 1091
32 CFR Section 1908.41: Right of further appeal. 1091

32 CFR PART 1909 ACCESS BY HISTORICAL RESEARCHERS AND FORMER
PRESIDENTIAL APPOINTEES PURSUANT TO § 4.5 OF EXECUTIVE ORDER 12958

1092

General 1093
32 CFR Section 1909.01: Authority and purpose. 1093
32 CFR Section 1909.02: Definitions. 1093
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32 CFR Section 1909.03: Contact for general information and requests.
32 CFR Section 1909.04: Suggestions and complaints,
Requests for Historical Access
32 CFR Section 1909.11: Requirements as to who may apply.

32 CFR Section 1909.12: Designations of authority to hear requests.
32 CFR Section 1909.13: Receipt, recording, and tasking.
32 CFR Section 1909.14: Determinations by tasked offtials.

32 CFR Section 1909.15: Action by hearing authority,
32 CFR Section 1909.16: Action by appeal authority.
32 CFR Section 1909.17: Notification of decision.
32 CFR Section 1909.18: Termination of access.

32 CFR PART 19106 DEBARMENT AND SUSPENSION PROCEDURES
32 CFR Section 1910.1: General.

1095
1095
1095
1095
1096
1096
1096
1097
1098
1098
1098
1099
1099

32 CFR CHAPTER X3 INFORMATION SECURITY OVERSIGHT OFFICE, NATIONAL

ARCHIVES AND RECORDS ADMINISTRATION
32 CFR PART 20008 ADMINISTRATIVE PROCEDURES [RESERVED]
32 CFR PART 2001 CLASSIFIED NATIONAL SECURITY INFORMATION

SUBPART A8 Scope of Part
32 CFR Section 2001.1: Purpose and scope.

SUBPART B3 Classification

32 CFR Section 2001.10:
32 CFR Section 2001.11:
32 CFR Section 2001.12:
32 CFR Section 2001.13:
32 CFR Section 2001.14:
32 CFR Section 2001.15:
32 CFR Section 2001.16:

SUBPART @ Identification and Markings

32 CFR Section 2001.20:

32 CFR Section 200121: Original classification.

32 CFR Section 2001.22:
32 CFR Section 2001.23:
32 CFR Section 2001.24:
32 CFR Section 2001.25:
32 CFR Section 2001.26:

SUBPART D& Declassification

32 CFR Section 2001.30:
32 CFR Section 2001.31:
32 CFR Section 2001.32:
32 CFR Section 2001.33:
32 CFR Section 2001.34:
32 CFR Section 2001.35:
32 CFR Section 2001.36:
or individuals.

Classification standards.
Original classification authority.
Duration of classification.
Classification prohibitions and limitations.
Classification challenges.

Classification guides.
Fundamental classification guidance review.

General.

Derivative classification.

Classification marking in the electronic environment.

Additional requirements.
Declassification markings.
Automatic declassification exemption markings.

Automatic declassification.
Systematic declassification review.

Declassification guides.
Mandatory review for declassification.
Referrals.

Discretionary declassification.

1100
1100

1101

1103
1103
1107
1107
1107
1107
1110
1111
1112
1113
1115
1115
1115
1118

1120

1125
1129
1130

1134

1134
1139
1139
1140
1143
1146

Classified information in the custody of private organizations

32 CFR Section 200137: Assistance to the Department of State.

SUBPART B3 Safeguarding

32 CFR Section 2001.40:
32 CFR Section 2001.41:
32 CFR Section 2001.42:
32 CFR Section 2001.43:
32 CFR Section 2001.44:
32 CFR Section 2001.45:
32 CFRSection 2001.46:
32 CFR Section 2001.47:
32 CFR Section 2001.48:

General,
Responsibilities of holders.
Standards for security equipment.

Storage.
Reciprocity of use and inspection of facilities.
Information controls.

Transmission.

Destruction.

1146
1146
1148
1148
1148
1149
1149
1151
1152
1153
1156

Loss, possible compromise or unauthorized disclosure. 1156
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32 CFR Section 2001.49: Special access programs. 1157
32 CFR Section 2001.50: Telecommunications automated information systems and

network security. 1157
32 CFR Section 2001.51: Technical security. 1157
32 CFR Section 2001.52: Emergency autlority. 1158
32 CFR Section 2001.53: Open storage areas. 1158
32 CFR Section 2001.54: Foreign government information. 1159
32 CFR Section 2001.55: Foreign disclosure of classified information. 1161
SUBPART R Self-Inspections _ 1162
32 CFR Section 2001.60: General. 1162
SUBPART &3 Security Education and Training 1164
32 CFR Section 2001.70: General. 1164
32 CFR Section 200171: Coverage. 1165
SUBPART Hg Standard Forms 1168
32 CFR Section 2001.80: Prescribed standard forms. 1168
SUBPART 18 Reporting and Definitions 1174
32 CFR Section 201.90: Agency annual reporting requirements. 1174
32 CFR Section 2001.91: Other agency reporting requirements. 1174
32 CFR Section 2001.92: Definitions. 1175
32 CFR PART 2003 [RESERVED] 1179
32 CFR PART 20040 NATIONAL INDUSTRIAL SECURITY PROGRAM DIRECTIVE NO.
1 1179
SUBPART A0 Implementation and Oversight 1180
32 CFR Section 2004.5: Definitions. 1180
32 CFR Section 2004.10: Responsibilities of the Director, Information Security
Oversight Office (ISOO) [102(b)]. _ 1180
32 CFR Section 2004.11: Agency Implementing Regulations, Internal Rules, or
Guidelines [102(b)(3)]. 1181
32 CFR Section 2004.12: Reviews by ISOO [102(b)(4)]. 1181
SUBPART B3 Operations 1182
32 CFR Section 2004.20: National Industrial Security Program Operating Manual
(NISPOM) [201(a)]. 1182
32 CFR Section 2004.21: Protection of Classified Information [201(e)]. 1182
32 CFR Section 2004.22: Operational Responsibilities [202(a)]. 1182
32 CFR Section 2004.23: Cost Reports [203(d)]. 1184
32 CFR CHAPTER XXId NATIONAL SECURITY COUNCIL 1185
32 CFR PART 2103 RULES AND REGULATIONS TO IMPLEMENT THE PRIVACY ACT
OF 1974 1185
32 CFR Section 2102.1: Introduction. 1185
32 CFR Section2102.2: Purpose and scope. 1186
32 CFR Section 2102.3: Definitions. 1186
32 CFR Section 2102.4: Procedures for determining if an individual is the subject of a
record. 1187
32 CFR Section 2102.13: Requirements for access to a record. 1188
32 CFR Section 2102.15: Requirements for requests to amend records. 1188
32 CFR Section 2102.21: Procedures for appeal of determination to deny access to or
amendment of requested records. 1189
32 CFR Section 2102.31: Disclosure of a record to persons other than the individual to
whom it pertains. 1189
32 CFR Section 2102.41: Fees. 1189
32 CFR Section 2102.51: Penalties. 1190
32 CFR Section 2102.61: Exemptions. 1190

32 CFR PART 2103 REGULATIONS TO IMPLEMENT E.O. 120658 INCLUDING
PROCEDURES FOR PUBLIC ACCESS TO DOCUMENTS THAT MAY BE
DECLASSIFIED 1191
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SUBPARTAG Introduction 1192

32 CFR Section 2103.1: References. 1192
32 CFR Section 2103.2: Purpose. _ 1192
32 CFR Section 2103.3 Applicability. 1192
SUBPART B3 Original Classification 1193
32 CFR Section 2103.11: Basic policy. 1193
32 CFR Section 2103.12: Level of original classification. 1193
32 CFR Section 2103.13: Duration of original classification. 1193
32 CFR Section 2103.14: Challenges to classification. 1193
SUBPART @ Derivative Classification 1195
32 CFR Section 2103.21: Definition and application. 1195
SUBPART D& Declassification and Downgrading 1196
32 CFR Secion 2103.31: Declassification authority. 1196
32 CFR Section 2103.32: Mandatory review for declassification. 1196
32 CFR Section 2103.33: Downgrading authority. 1197
SUBPART B3 Safeguarding 1198
32 CFR Section 2103.41: Reprodction controls. 1198
SUBPART RO Implementation and Review 1199
32 CFR Section 2103.51: Information Security Oversight Committee. 1199
32 CFR Section 2103.52: Classification Review Committee. 1199
32 CFR CHAPTER XXIV3 OFFICE OF SCIENCE AND TECHNOLOGY POLICY 1200

32 CFR PART 24003 REGULATIONS TO IMPLEMENT E.O. 12356; OFFICE OF
SCIENCE AND TECHNOLOGY POLICY INFORMATION SECURITY PROGRAM _ 1200

SUBPART A8 General Provisions 1202
32 CFR Section 2400.1: Authority. 1202
32 CFR Section 2400.2: Purpose. 1202
32 CFR Section 2400.3 Applicability. 1202
32 CFR Section 2400.4: Atomic Energy Material. 1202
SUBPART B3 Original Classification 1203
32 CFR Section 2400.5: Basic policy. 1203
32 CFR Section 2400.6: Classification levels. 1203
32 CFRSection 2400.7: Original classification authority. 1203
32 CFR Section 2400.8: Limitations on delegation of original classificatio n authority.
1204
32 CFR Section 2400.9: Classification requirements. 1204
32 CFR Section 2400.10: Presumption of damage. 1205
32 CFR Section 2400.11: Duration of classification. 1205
32 CFR Section 2400.12: Identification and markings. 1206
32 CFR Section 2400.13: Limitations on classification. 1207
SUBPART @ Derivative Classification 1208
32 CFR Section 2400.14: Use of derivative classification. 1208
32 CFR Section 2400.15: Classification guides. 1208
32 CFR Section 2400.16: Derivative classification markings. 1209
SUBPART D3 Declassification and Downgrading 1210
32 CFR Section 2400.17: Policy. _ 1210
32 CFR Section 2400.18: Declassification and downgrading authority. 1210
32 CFR Section 2400.19: Declassification by the Director of the Information Security
Oversight Office. 1210
32 CFR Section 2400.20: Systematic review for declassification. 1210
32 CFR Section 2400.21: Mandatory review for declassification. 1211
32 CFR Section 2400.22: Freedom of Information Act and Privacy Act requests. 1213
32 CFR Section 2400.23: Prohibition. 1214
32 CFR Section 2400.24: Downgrading. 1214
SUBPART B Safeguarding 1215
32 CFR Section 2400.25: Access. 1215
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32 CFR Section 2400.26: Access by historical researchers and former Presidential

appointees. 1215
32 CFR Section 2400.27: Storage of classification iformation. 1216
32 CFR Section 2400.28: Dissemination of classified information. 1216
32 CFR Section 2400.29: Accountability and control. 1216
32 CFR Section 2400.30: Reproduction of classified information. 1217
32 CFR Section 2400.31: Destruction of classified information. 1217
32 CFR Section 2400.32: Transmittal of classified information. 1217
32 CFR Section 2400.33: Loss or possible compromise. 1217
SUBPART R Foreign Government Information 1219
32 CFR Section 2400.34: Classification. 1219
32 CFR Section 2400.35: Duration of classification. 1219
32 CFR Section 2400.36: Declassification. 1219
32 CFR Section 2400.37: Mandatory review. 1219
32 CFR Section 2400.38: Protection of foreign government information. 1219
SUBPART & Security Education _ 1220
32 CFR Section 2400.39: Responsibility and objectives. 1220

SUBPART Ho Office of Science and Technology Policy Information Security Program
Management 1221
32 CFR Section 2400.40: Responsibility. 1221
32 CFR Sectim 2400.41: Office Review Committee. 1221
32 CFR Section 2400.42: Security Officer. 1221
32 CFR Section 2400.43: Heads of offices. 1221
32 CFR Section 2400.44: Custodians. 1222
32 CFR Section 2400.45: Information Security Program Review. 1222
32 CFR Section 2400.46: Suggestions or complaints. 1222
32 CFR CHAPTER XXVII6 OFFICE FOR MICRONESIAN STATUS NEGOTIATIONS_ 1223
32 CFR PART 270® SECURITY INFORMATION REGULATIONS 1223
SUBPART A6 Introduction 1224
32 CFR Section 2700.1: References. 1224
32 CFR Section2700.2: Purpose. 1224
32 CFR Section 2700.3: Applicability. 1224
SUBPART B3 Original Classification 1225
32 CFR Section 2700.11: Basic policy. 1225
32 CFR Section 2700.12: Criteria for and level of original classification. 1225
32 CFR Section 2700.13: Duration of original classification. 1226
32 CFR Section 2700.14: Challenges to classification. 1226
SUBPART @ Derivative Classification 1227
32 CFR Section 2700.21: Definition and application. 1227
32 CFR Section 2700.22: Classification guides. 1227
SUBPART D3 Declassification and Downgrading 1228
32 CFR Section 2700.31: Declassification authority. 1228
32 CFR Section 2700.32: Declassification general. 1228
32 CFR Section 2700.33: Mandatory review for declassification. 1228
32 CFR Section 2700.34: Downgrading authority. 1231
SUBPART B3 Safeguarding 1232
32 CFR Section 2700.41: General restrictions on access. 1232
32 CFR Section 2700.42: Responsibility for safeguarding classified information. 1232
32 CFR Section 2700.43: Reproduction controls. 1233
32 CFR Section 2700.44: Administrative sanctions. 1233
SUBPART R Implementation and Review 1234
32 CFR Section 2700.51: Information Security Oversight Committee. 1234
32 CFR Section 2700.52: Classified Review Committee. 1234
32 CFR CHAPTER XXVIII 8 OFFICE OF THE VICE PRESIDENT OF THE UNITED STATES
1235
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32 CFR PART 28003 SECURITY PROCEDURES 1235

32 CFR Section 2800.1: Purpose. _ 1236
32 CFR Section 2800.2 Guiding directives. 1236
32 CFR Section 2800.3: Policy. _ 1236
32 CFR Section 2800.4: General information. 1236
32 CFR Section 2800.5: Policies. 1242
32 CFR Section 2800.6: Delegation of classification and declassification authority.
1243
32 CFR Section 2800.7: Designation of chairperson for Ad Hoc Committees. 1243
NON -LEGISLATIVE AND OTHER AGENCY RULES 1244
Department of Defense Regulation 5240.1 -R: Procedures Governing the
Activities of DOD Intelligence Components that Affect United States
Persons 1245
REFERENCES 1248
DL1. DEFINITIONS 1249
DL1.1.1. Administrative Purposes 1249
DL1.1.2. Available Publicly 1249
DL1.1.3. Communications Security _ 1249
DL1.1.4. Consent 1249
DL1.1.5. Counterintelligence 1249
DL1.1.6. Counterintelligence Investigation 1250
DL1.1.7. DoD Component 1250
DL1.1.8. DoD Intelligence Components 1250
DL1.1.9. Electronic Surveillance 1250
DL1.1.10. Employee 1251
DL1.1.11. Foreign Intelligence 1251
DL1.1.12. Foreign Power 1251
DL1.1.13. Intelligence Activities 1251
DL1.1.14. Intelligence Community and an Agency of Or Within the Intelligence
Community 1251
DL1.1.15. International Narcotics Activities 1251
DL1.1.16. International Terrorist Activities 1252
DL1.1.17Lawful Investigation 1252
DL1.1.18. Personnel Security 1252
DL1.1.19. Personnel Security Investigation: 1252
DL1.1.20. Physical Security 1253
DL1.1.21. Physical Security Investigation 1253
DL1.1.22. Reasonable Belief 1253
DL1.1.23. Signals Intelligence 1253
DL1.1.24. United States 1253
DL1.1.25. United States Person 1253
C1l. CHAPTER 1: PROCEDUER 1. GENERAL PROVISIONS 1255
C1.1. APPLICABILITY AND SCOPE _ 1255
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